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Layers of Cyber Security
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 Target environment of the future :
• complex interconnected systems
• highly heterogeneous
• highly dynamic environments
• highly mobile 



Lifecycle of Cybersecurity
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NIS directive – OES
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• Energy(Electricity, Oil, Gas) 
• Healthcare
• Banking
• Transport
• Drinking water supply and distribution
• Digital infrastructure sectors

Impact on local, regional, national 
or global economy

Attack vectors similar to IT
•Reconnaissance
•Malware delivery and propagation
•Spear phishing
•Remote access

Leandros A. Maglaras, George Drivas, Kleanthis Noou, Stylianos Rallis, "NIS directive: The case of Greece", EAI
Transactions on Security and Safety, May 2018, DOI: 10.4108/eai.15-5-2018.154769

http://www.google.com/url?q=http%3A%2F%2Feudl.eu%2Fdoi%2F10.4108%2Feai.15-5-2018.154769&sa=D&sntz=1&usg=AFQjCNHkq1neUpty8wwIzAszglixJrYH6A


Cyber security implementation steps
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Leandros Maglaras, Mohamed Amine Ferrag, Abdelouahid Derhab, Mithun Mukherjee, and Helge Janicke, “Cyber
Security: From Regulations and Policies to Practice”, International Conference on Strategic Innovative Marketing and
Tourism (ICSIMAT 2018), 17-20 October 2018, Athens, Springer Proceedings in Business and Economics

https://www.google.com/url?q=https%3A%2F%2Fwww.springer.com%2Fus%2Fbook%2F9783030124526%23aboutBook&sa=D&sntz=1&usg=AFQjCNEjmiSExbd1_4O8TeQFIECpqUyJ4g


National Cyber Security Strategy
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R. o. Greece, "Approval of the National Cybersecurity Strategy of Greece," in Diavgeia Governmental Platform,
ΑΔΑ: Ψ4Ρ7465ΧΘ0-Ζ6Ω, Athens, 2018.



National Cyber Security Strategy
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https://www.enisa.europa.eu/topics/national-cyber-security-strategies/ncss-map/national-
cyber-security-strategies-interactive-map



Cyber Security Framework: Success Ingredients 
& Lifecycle
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1. Design  NCSA with Working Groups
2. Implementation  Bodies
3. Evaluation  Under the supervision of the NCSA

 Internal (Self-Assessment)
 External (Outsourcing)

4. Correction / Redefining  NCSA+ Bodies



Identification of Threats and Risks
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 The aim of this project was to assess the security level of
central ICT infrastructures of Greece.

Objectives:
• Build a network of security officers
• Determine major threats to central infrastructures
• Analyze capacity building priorities
• Capture current situation in terms of procedures,

security measures and policies
• Determine if there is an incident response plan in place
• Capture training and education policies and mechanisms

George Drivas, Leandros Maglaras, Helge Janicke, Sotiris Ioannidis, "Assessing Cyber Security Threats and Risks in the
Public Sector of Greece", Journal of Information Warfare, Vol. 19, Issue 1, 2020

https://www.google.com/url?q=https%3A%2F%2Fwww.jinfowar.com%2Fjournal%2Fvolume-19-issue-1%2Fassessing-cyber-security-threats-risks-public-sector-greece&sa=D&sntz=1&usg=AFQjCNFhFcidcWvHn6JyaVB9gMDt05zsDg


Major Threats  - Capacity Building 
Security Updates Pros & Cons
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Ministerial Decree 1027/2019
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 Identification of Operators of Essential Services
 Incident response procedure
 Incident Notification Platform & Form

 NIS Officer
 Contact point with the National Authority
 Informing the Agency on Cybersecurity issues and obligations 

arising from the law

 Security Policy - objectives
 Minimum security requirements
 Penalties



Maturity Assessment
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"Essential CyberSecurity Requirements“
20 evaluation points

Maturity Levels (0-5)

1 Initial (ad-
hoc, 
reactive)

2.  Basic 
(systematic -
structured 
treatment)

3. Developed 
(Implementation 
of rules, 
standards and 
good practices)

4. Effective (Use 
of indicators and 
measurable 
results)

5. Full Risk 
Based, Cost-
Benefit Balance

George Drivas, Argyro Chatzopoulou, Leandros Maglaras, Costas Lambrinoudakis, Allan Cook and Helge
Janicke, "A NIS Directive compliant Cybersecurity Maturity Model", IEEE Computer Society Signature
Conference on Computers, Software and Applications (COMPSAC 2020), 13-17 July 2020

https://www.google.com/url?q=https%3A%2F%2Fieeexplore.ieee.org%2Fdocument%2F9202470&sa=D&sntz=1&usg=AFQjCNEqm5nlNuTTq28b0mxAbkjTKGkvAA


• Requirement P7. Policies, Processes 
and Procedures for the protection of 
the Basic services

• Requirement P8. Identity Management 
and access control

• Requirement P.9. Physical and 
environmental security

• Requirement P.10. Security of systems 
and applications

• Requirement P.11. Data Security
• Requirement P.12. Backups
• Requirement P.13. Technical Security 

Measures
• Requirement P.14. System Testing
• Requirement P.15. Change 

Management
• Requirement P.16. Awareness and 

training

•Requirement D.17. Threat detection
•Requirement D.18. Incident 

Management
•Requirement D.19. Business 

Continuity
•Requirement D.20 Disaster 

recovery

•Requirement I1. Operational 
Environment

•Requirement I2. Asset 
Management

•Requirement I3. Risk Assessment
•Requirement I4. Risk Management 

Strategy
•Requirement I5. Supply Chain Risk 

Management
•Requirement I6. Self-
Assessment – Improvement

•Requirement G1. Security Policy

G. 
GENERICS I. 

IDENTIFY

P. 
PROTECT

D. 
DEFEND



NCSI Index 
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 The NCSI focuses on measurable aspects of cyber 
security implemented by the central government of 
each country in four main pillars:

 Legislation in force: legal acts, regulations, decrees, 
etc.

 Established units: existing authorities, organisations, 
departments, etc. 

 Cooperation formats: committees, working groups, 
etc.

 Outcomes: policies, exercises, technologies, websites, 
programmes, etc.

https://ncsi.ega.ee/ncsi-index/



NCSI Index
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Greece by following a structured development plan, managed to
climb several places and reach the 1st place among 160 countries



EU initiatives - Stakeholders
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NIS directive, GDPR regulation etc.
Provide a secure environment

European Cybersecurity Act  
EU cybersecurity certification 
framework for ICT products
Will prove confidentiality, integrity, availability and 
privacy  of services, functions and data

European Cybersecurity Industrial, 
Technology  & Research Competence Centre
Increase the competitiveness of the Union's cybersecurity industry
Coordinate funding, ensure cooperation between industries, research institutions and
governments, help deploy EU cybersecurity products and solutions

ENISA
Increase of financial and human resources, opportunity to carry out operational tasks



Questions?
18
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