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EniB€oelc ue Trojan, RAT KOKOBOULAO AOYLOMLKO
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EniO€oelc ue Trojan, RAT KOKOBOUAO AOYLOMLKO(3)
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Napatipnon Trojan, RAT KAKOBOLAOL AOYLOULKOL(4

MALWARE TRENDS TRACKER

Most known malwares from all over the cybersecurity world

Malware Trends Tracker is a service with dynamic articles about various malware types. ANY.RUN sandbox
processes millions of samples from the community and that information appears in articles in real-time. Track
malware that is gaining popularity. Receive the latest IPs, hashes, domains. View and rerun the latest malware
analyzes

Increase your knowledge in cyber security and learn malware analysis more fast and easy!

MOST RECENT MALWARE THREATS

Period Alitime  365d

© NJRAT 20 © AGENT TESLA
207 tasks overal E T 67 tasks overail

HASHES: 124 1225 HASHES: 50

©EMOTET -152 4 © NANOCORE 14 © DRIDEX

164 1asks overat Lt 84 tasks overall fetzine 67 taeke cvmeni

mr/\_/

1Ps: 334 DoMAINS: 54 HASHES: 54 1Ps: 65 DoMAINS: 1155

Link: https://any.run/malware-trends/




[Mpootaocia amd Trojan, RAT KAKOBOULAO AOYLOULKO(5)

Avoabuion Twv aTToBETNPIWV KOl TWV TIAKETWY TOU AEITOVPYIKOU ZVOTHHUOTOC.

> € Debian/Ubuntu: apt update && apt full-upgrade

> ¢ Redhat/Centos: yum update 1} dnf update

‘EAeyxoC¢ TNC YnN@IoKNG LTIOYPAPHC TOL apXEiou.

EpyaAeia: shalsum, sha512sum, md5sum

‘EAgyxo tou apxeiov pe karolo AV 1 oto Virus Total. Link: https://iwww.virustotal.com/gui/
Avoixtol Kwdlka Anti-Virus: ClamAV

Xprjon TIANPO@OPIOKWY CLOTNUATWY OE KPUTTTOYpA@NUEVA SIKTUA.




EniBcoelc pe xprnon Ransomware




EnlB€oelc pe xpnon Ransomware(2)

25% avénon twv embecewv pe Ransomware 10 Q1 tov 2020, aro 1o Q4 tou 2019
Anuo@iAr) Ransomware: Maze, Ryuk, Sodinokibi, DoppelPaymer
H {nuic Ttou €XEL ETIPEPEL HEXPI OTIYUNCG: $144 eKar.

> OPpwva PE 1o IBM Security X-Force:
To 41% 1wV €TIBECEWVY, YIVETOI O€ ETAIPIEC TIAPOXHC LTINPETIWV.

Ol ETUTEIBEPEVOL OTOXEVLOLV MAVETIIOTHHIO KOl OXO0AEIQ!.




Eni6€oelc ue yprnon Ransomware(3)

Top ransomware families per attack volume

- Sodinokibi
- Maze
- SNAKE

All others

Source: IBM Security X-Force




EniB€oelc pe xpnon Ransomware(4)

Exploited
Vulnerability

\YEVAS
Ransomware

CVE-2018-15982
CVE-2018-4878
CVE-2019-11510

CVE-2018-8174

Ryuk Sodinokibi
RENO IS Ransomware

CVE-2013-2618
CVE-2017-6884

CVE-2019-2725
CVE-2018-8389

CVE-2018-12808

DoppelPaymer
Ransomware

CVE-2019-19781




Enl6€oelc ue yprnon Ransomware(4)

Vulnerability Details : CVE-2018-4878

A use-after-free vulnerability was discovered in Adobe Flash Player before 28.0.0.161. This vulnerability occurs due to a dangling pointer in the Primetime SDK related to media player handling of listener objects. A successful
attack can lead to arbitrary code execution. This was exploited in the wild in January and February 2018,

Update Date - 2

Collapse All Expand All Select Select&Copy Scroll To Comments External Links

Search Twitter Search YouTube Search Google

- CVSS Scores & Vulnerability Types

CWSS Score 7.5

Confidentiality Impact (There is considerable informational disclosure.)

Integrity Impact (Modification o € = r information is po: ole, but the attacker does a t at can be modified, or the = pe at the attacker can
affect is limited.)

Ausailability Impact (There is reduced performance or interruptior ce availability. )

Access Complexity secialized nditions or e wating © 5 do not exist. Very litthe knowd r skill is red to exploit. )

Authentication Mot required (A cation is not reguire

Gained Access Mone

Vulnerability Type(s) Execute Code

CWE ID 416

- Products Affected By CVE-2018-4878

Product Type Vendor Product Version Update Edition

Application Adobe Player Version Details Vulnerabilities

Application Adobe Playver Version Details Vulnerabilities

Application Adobe Plaver Mersion Details Vulnerabilities

Application Adobe Plaver Version Details Vulnerabilities

Application Adobe Player Version Details Vulnerabilities

Application Adobe Player Version Details Wulnerabilities

Application Adobe Player Version Details Wulnerabilities

Application Adobe Plaver Version Details Vulnerabilities

W om oW omom koW N R #

Application Adobe Player Version Details Vulnerabilities

=
o

Application Adobe Player Version Details Vulnerabilities




Enl6€oelc ue yprnon Ransomware(4)

Enter a CVE id, product, vendor, vulnerability type... Search

Current CVSS Score Distribution For All Vulnerabilities

Distribution of all vulnerabilities by CVSS Scores i jon By CVSS Scores
CVSS Score Number Of Vulnerabilities Percentage CVSS Score Ranges.

Weighted Average

Looking for OVAL (Open and Language) definitions? http:i itsecdb.com allows you to view exact details of OWAL(Open Vulnerability and Assessment Language) definitions and see exactly what you should do

to verify a vulnerability. It is fully integrated with cvedetails so you will be able to see OVAL definitions related to a product or a CVE entry.
Sample CVE entry with OVAL definitions : CVE-20

ww.cvedetails.com provides an easy to use weh interface to CVE vulnerability data. You can browse for vendors, products and versions and view cve entries, vulnerabilities, related to them. You can view statistics about vendors, products and
wersions of products. CVE details are displayed in a single, easy o use page, see a sample he;

CVE vulnerability data are taken from National Vulnerability Database (NVD) xml feeds pravided by National Institue of Standards and Technology. Additional data from several sources like exploits from ., vendor statements and

additional vendor supplied data, t madules are also published in addition to NVD CVE data.
Vulnerabilities are classified by cvedetails.com using keyword matching and cwe numbers if possible, but they are mostly based on keywords
Unless atherwise stated CVSS scores listed on this site are "CV'SS Base Scores” provided in NVD feeds. Vulnerability data are updated daily using NVD feeds. Please visit nd nist gov for more details.

Please contact admin at cvedetails.com or use our feedback forum if you have any questions, suggestions or feature requests.
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Phishing EmlO£0€ELC - ZTATIOTIKA

MayKooUiwG:
To 80% 1wV KUBEPVOETIIBETEWV

600% avénon(Covid-19) = Email 96%

, , KakoBouAng 1otoceAioacg 3%
0
65% twv OpyaviouwVv/ETtixEIpnoewy KWt TAepavon 19

1 Phishing / 39 sec

90% Data breach




Phishing EmiB€oelc - Katnyopleg

Email Phishing
Spear Phishing
Whaling
Smishing
Vishing

Clone Phishing




Phishing Emi0€0el¢ — Email Phishing

Google

Gmail - (3] 1 [ ] i £

Important: Your Password will expire in 1 day(s) Inbox

MyUniversity 12:18 PM (50 minutes ago)

is meant to inform you that your MyUniversity network password
pire in 24 hours.
w the link below to update your password

Thank yo
MylUniversity Network Security Staff




Phishing EmlO6£0€el¢ — Spear Phishing and Whaling

XOPOAKTNPIOTIKA:

> TOXEVPEVN ETTIBEDN
Id10iTEPO YO(g
> LAAOY) TIANPOPOPIWV

> UYKEKPIYEVO KivnTpO




Phishing EmnlO6£0€el¢ — Smishing and Vishing

For fu
information please visit

We have identified
some unusual activity Your ApplelD is due to

: s Today, Please tap. /
on your onl_me_bankmg. : e T et
Please log in via | / loss of servic nd data
i io/dg3W.J to secure

=3




Phishing Eml0€0el¢ — Clone Phishing

AvBevtiko Fake
Anpovpyia
Avuypagn Iepieyopevon

palex@gmail.com

alex@gmail.com

* [Aaotoypagnuévn dievbuvon

Kakopovio Onclick
Link (Bvpa)
* AVTlKCXTCXO'TCXOT] apPXEIOV

e EmavaAnyn pnvouatog

\ 4

OMEC, Ol ETIOPEC F ATooTON) Vasilis@gmail.com

Olpa




Impersonated Brands
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Phishing EmiB8¢oelc — MNMpootaoio(1)

Mpoooxn otnv dtevOuvon email:
alexandros@fosscomm.com
al3xandros@fosscomm.com
alexandro$ @fosscomm.com
alexandros@foscomm.com
alexandros@f0sscomm.com
alexandrOs@fosscomm.com

alexandros@fosscornm.com




Phishing EmiB8¢oelc — MNMpootaoio(2)

JUVTAKTIKA AGON: Apeon amwooTOAr] 6edouEvwv:

Google translate Mpoowmik& oTtolyeia

Y@oGg HNVOHOTOG 2tolxela Tpitwy

T('XKTLKEI:C CXJ'EOJ'IZQOO'(X\)QTO)\LCHO()I OwkovouLka dedopéva

®d6Boc¢ MAnpo@opieC OXeTIKA UE TO mEPLBAAAOV TOL XPriOTN
Ayxog

EvBouvolaouéc




Data Breaches




ExiBeon
ExiBeon
ExiBeon
En(Beon
ExiBeon
ExiBeon

Data Breaches(2)

OTN Marriot International (03/2020)

otTn Nintendo (04/2020)

oTn Magellan Health (04/2020)

oTn Zoom Video Communications (04/2020)
otn BJC Healthcare (05/2020)

oto Twitter (07/2020)

: 5.2 EKAT. guests
: 160 XLA. accounts
: 360 XLA. patients
: 500 XlA. accounts
: 287,876 patients

: 130 accounts




Data Breaches(3) — 2TATLOTIKO MovTEéAQ
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TEAoC Mapovolaong

EvuyaplotoOPE Yyl TNV tPOCOXN TOC!

Email us:


mailto:panoskalorog@gmail.com
mailto:a.malathounis@gmail.com
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