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Ti eival 1o RF Hacking; Mﬁ’ﬁ

* RF = Radio Frequency

* O POSIOEPUTITEXVIOHOC EiVal PO LTINPETIA PABIOETIIKOIVWVIOE, TIOL EXEI
WC OKOTIO TNV OUTOSIdACTKAAIN, TNV OAANAOETIIKOIVWVIA, TNV TEXVOAOYIKN
EPELVA TWV PABIOEPUTCITEXVWV KABWC KAl TNV TNAETIIKOIVWVIOKN
LTTOCTAPIEN ETUXEIPNOEWV BONOEINC O TIEPITITWOEIC KATOOTATEWVY
EKTOKTNC aVAYKNC Kal KATOoTpo@wv. H uttnpeoia autn diegayestal armo
POOIOEPATITEXVEC, Ol OTIOI0I AOXOAOUVTOI PE TN PADIONAEKTPIKI] TEXVIKN
OTTIOKAEIOTIKA YIO TIPOOWTIIKO OKOTIO XWPIC OPEAOC.

[TPOKEIUEVOL VO YIVEL KOVEIC paBIOEPATITEXVNG Eival ATIOPAITATO O) va
OTTOKTINOEl TITUXIO PAdIOEPATITEXVN Kal B) va Tou xopnynoei adeia
EPACITEXVIKOU OTABUOL OCOUPUATOU

* Hacking = H ekpabnon tng AsItoupyiag evog ouoTHUATOC 0€ BaB0¢ Kal 0
OUTOOXESIONOMOC OTN XPron Tou.




I'Iooq EEKIVNOOV OAD VIO TO RTL SDR

* Ta MpwTa PBrpota €yivav arto tov Eric Fry 1tou 1o
2010 ekave KATIOIEC OOKIPEC TIPOOTIOBWVTAC VO
Kavel eva DVB TV tuner va 1taiéel oto Linux.
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= « Kotémv o Antti Palosaari eypaye eva
l EVOAANOKTIKO 0dnyo (driver) ortov 10 TV Tuner Ba
} eu@oavi{otave w¢ SDR.
* O 00NYyOC OUTOC TTOPEKAMTITE TO KUKAWMO
QTIOdIOPOPPWONC KAl UTTIOPOVOE VO TIAPEL
KatevBeiav Tnv RAW delypatoAnyia Tou OEKTN.



To RTL-SDR

&

DVB-T+DAB+FM B8

Broadcastin a

USB2.0




gIToupyio

Rafael Micro R820T/T2 : : Realtek RTL2832U
ANTENNA . . {1) Downconvert the IF,
. " IF analog signal - AfDs: 8 bits  Denerating 1/Q baseband
MIXER : (::ent??r ig : 288 MSPS each  Squvalent signal PATH USED IN "SDR MODE", :
fixed rate (2} Redu £ =amping MAX ATTAINABLE STABLE 1/Q RATE: 2.56 MSPS *

% 3.57MHz) rate (adjustable) g T :
I
BPF DDC Y
Not used in DVB-T Decoder USB : S
this design . Q@ (not used in : —= |JSB
: Raw g v ldecoded | Controller | -
“rfR82{JT Is; : samples SDR MODE mpeg .
on-zero | . {about stream .
d tuner IC) ~B8 MSPS) A Bottleneck for.
local oscillator : the SDR maode;
{limits the .
sampling rate®
that can be .
transferred *
1 | [ | | without
. . dropping
microcontrollerq<€ > 5 > > CPUB051 [= samples)
" I c .
8051 used only for auxiliary tasks,
like decoding the infra-red remote control
CLOCK .
2
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XOPAKTNPIOTIKA TOU
Realtek RTL2832U.

e outputs 8-bit I/Q-samples

 sample-rate is 3.2 MS/s

8 . frequency range /\/

| - Elonics E4000 /\/ ANALOG SOUND WAVE
52 - 2200 MHz S———

- Rafael Micro R820T %

24 - 1766 MHz DIGITAL SOUND WAVE




AMO SDR

Comparisons with other common Wideband Commercial Software Defined Radios

SDR Tune Low Tune Max RX ADC Resolution Transmit? Price
(MHz) (MHz) Bandwidth (MHz) (Bits) (Yes/No) ($USD)
RTL-SDR 24 1766 3.2 8 Mo ~20
(R820T)
Funcube Pro+ 0.15 260 0.192 16 Mo ~200
410 2050
Airspy 24 1800 10 12 MNo 199
SDRFPlay 0.1 2000 8 12 Mo 149
HackRF 30 6000 20 8 Yes 299
BladeRF 300 3800 40 12 Yes 400 & 650

USRP 1 DC 6000 64 12 Yes 700




Tt KOAUTITEI OE OLXVOTNTE

Use as a police radio scanner.

Listening to EMS/Ambulance/Fire communications.
Listening to aircraft traffic control conversations.

Tracking aircraft positions like a radar with ADSB decoding.
Decoding aircraft ACARS short messages.

Scanning trunking radio conversations.

Decoding unencrypted digital voice transmissions such as P25/DMR/D-STAR.

Tracking maritime boat positions like a radar with AIS decoding.
Decoding POCSAG/FLEX pager traffic.
Scanning for cordless phones and baby monitors.

Tracking and receiving meteorological agency launched weather balloon data.

Tracking your own self launched high altitude balloon for payload recovery.
Receiving wireless temperature sensors and wireless power meter sensors.
Listening to amateur radio and CB.

Decoding ham radio APRS packets.

Watching analogue broadcast TV.

Sniffing GSM signals.

Using rtl-sdr on your Android device as a portable radio scanner.
Receiving GPS signals and decoding them.

Using rtl-sdr as a spectrum analyzer.

Receiving NOAA weather satellite images.

Listening to satellites.

Radio astronomy.

-

Monitoring meteor scatter.

Listening to FM radio, and decoding RDS information.
Listening to DAB broadcast radio.

Listening to and decoding HD-Radio (NRSC5).

Use rtl-sdr as a panadapter for your traditional hardware radio
Use rtl-sdr as a high quality entropy source for random number generation.
Use rtl-sdr as a noise figure indicator.

Reverse engineering unknown protocols.

Triangulating the source of a signal.

Searching for RF noise sources.

Characterizing RF filters

Listening to the ISS (International Space Station).

Furthermore, with an upconverter or V3 RTL-SDR dongle to receive HF signals the
applications are expanded to:

Listening to amateur radio hams on SSB with LSB/USB modulation.
Decoding digital amateur radio ham communications such as

CW/PSK/RTTY/SSTV.

Receiving HF weatherfax.

Receiving digital radio mondiale shortwave radio (DRM).
Listening to international shortwave radio.

Looking for RADAR signals like over the horizon (OTH) radar, and HAARP signals.




/AOYIOUIKO Open source
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 Librtlsdr * GNU Radio
— rtl_sdr - GRC
- rtl_tcp - GORX

- rtl_fm

e rtl fm -f 96.3e6 -M
wbfm -s 200000 -r
48000 - | aplay -r 48k
- S16 LE




AlOUOPPWON ZNUATWV

W\

Il

A. CARRIER

B. SIGNAL

C. AMPLITUDE MODULATED WAVE

D. FREQUENCY MODULATED WAVE
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Figure 2-17. Wave shapes.
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T0cm RX

RTL dongle 70¢cm RX

RX

70cm Receiver
generating 10 signal
This a command line utilty
hitps:/igithub. comiosmacomirt-sdr

;— \D_J

Raspberry Pi B

32.79n0H 1084nH
+6%,5% +6%,5%

34.33F

TQ%‘Q% Tz%,z%

2m Low pass filteT™
(Harmonic 25 db down)

RPITX

2m 0 pin transmitter
Squire wave transmitter using

pin

Raspberry
hitps:/igithub.com/FSOEOirpitx

t\Q—w

CSDR Command line uility
Filters / demodulates / ALC /
Squish / ephesis de ephisyst

CSDR Command line utlity
Filters / demodulates / ALC / Squish /
ephesis de ephisyst

* Raspberry Pi (rpitx)

32.790H
+6%,5%.

34.330F

™

2MTX

 USB to VGA
(osmo-fl2k)

adapter

Mpoooxn! ATtalteitol AOEIN VIO EKTTOUTIN.
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Email: ntoulasd@yahoo.gr




	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14

